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focus should be on development of the open standard segment-level requirements, interface 
definitions, and use cases for the audit management and data collection segments. Accelerating 
the development of these segments will allow the systems to begin collecting data which can be 
used to support the development of requirements and software to automate the data processing 
with better success. 
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1. Introduction 

The Federal Railroad Administration (FRA) contracted with Transportation Technology Center, 
Inc. (TTCI), to develop documentation for a system which automates the auditing of railroad 
track data for Positive Train Control (PTC). TTCI developed a Concept of Operations (ConOps) 
document and established a set of high-level requirements from which to design and implement a 
Track Data Auditing System (TDAS). The TDAS is designed to utilize machine vision sensors 
to capture georeferenced data for PTC critical assets and support auditing of PTC track 
databases. This ensures track data used by the PTC system accurately represents the actual 
location and attributes of assets in the field that are critical to train operation. 

1.1 Background 
The Rail Safety Improvement Act of 2008 (RSIA) [1] requires the implementation of 
interoperable PTC on rail lines over which intercity passenger or commuter transportation is 
regularly provided or over which poisonous or toxic-by-inhalation hazardous materials are 
transported, and any additional lines identified by the sitting U.S. Secretary of Transportation. 
PTC is defined within RSIA as a system designed to prevent: 

• Train-to-train collisions 

• Overspeed derailments 

• Unauthorized incursions into established work zones 

• Movement of a train through a mainline switch in the improper position 
The scope of PTC implementation covers approximately 60,000 miles of the national railroad 
network. 
To achieve interoperability, the largest Class I freight railroads established the ITC standards, 
which specify requirements for an interoperable PTC system, including system segment 
requirements, interface requirements, human-machine interface (HMI) standards, messaging 
standards, as well as standards for track data and track database format. 
The system defined by the ITC standards is currently designed as an overlay system, providing 
enforcement of movement authorities and speed limits defined by an underlying method of 
operation, such as centralized traffic control (CTC) or track warrant control (TWC). In the ITC 
system, movement authorities and speed limits are transmitted digitally to a computer onboard 
the locomotive.  The onboard computer checks the train speed and location relative to the 
defined authority and speed limits. It then calculates the estimated stopping distance of the train 
on a regular basis and assess if the train is predicted to exceed the limits of authority or allowable 
speed. In case of any impending authority or speeding violation, the system alerts the train crew 
and automatically initiates a penalty brake application. 
The onboard computer tracks its position and speed using information from the Global 
Positioning System (GPS) and locomotive tachometer.  It also uses a track database, which is a 
collection of geographical information defining the unique characteristics of each rail line and 
the locations of all PTC critical assets.  In an effort to support the ITC system, each railroad must 
create their track database according to the interoperable database format. The track database 
file is created in accordance with the ITC Geographic Information System (GIS) logical model, 
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• Appendix C, “Request for Information - PTC Track Data Auditing System” 

• Appendix D, “PTC Track Data Auditing System Trade Table” 
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similar process of revalidating and maintaining track databases. However, an industry standard 
is not in place to accomplish these tasks. Absent a standard process, each railroad would need to 
engineer its solution to ensure that PTC critical assets are audited on a regular basis.  Audits may 
be performed at irregular intervals due to manual audit tracking, scheduling, and prioritization. 
The users need an efficient auditing system that integrates with current railroad processes and 
systems.  Furthermore, a system that is flexible regarding level of automation and other functions 
in each implementation is essential and will allow for future expansion. 
With the implementation of the TDAS, the goal is to establish a more structured and 
standardized approach for auditing PTC track data and maintaining track databases on a regular, 
periodic basis. 

2.3 TDAS Requirements Development 
A high-level system requirements document was developed for the TDAS. This document 
focused on defining the high-level system requirements including: 

• Functional requirements, 

• Interface requirements, 

• Data storage requirements, 

• Performance requirements, 

• Security requirements, 

• System effectiveness requirements, 

• Extensibility requirements, 

• Environmental and physical requirements 
The ConOps contains details of the information from which the requirements were derived on 
the basis of user needs and desired system functions. 
Appendix B, “PTC Critical Asset Track Data Auditing System - System Specification” provides 
the key TDAS requirements. 

2.4 Technology Survey and Request for Information 
TTCI conducted market research and documented recommendations for available technologies, 
sensor types, and concepts.  Then the TDAS ConOps and System Requirements were released 
under an RFI to gather input from technology vendors. 

2.4.1 Vendor Research and Identification 
The AG provided contact information for potential vendors, and TTCI conducted further 
research to identify additional vendors that may have a product or have the potential to develop a 
product that could meet the documented concepts and system requirements. Potential vendors 
that TTCI and the AG identified were contacted to gain additional information about their 
systems or products prior to developing and distributing the formal RFI. At the time the research 
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Appendix A.  
PTC Critical Asset Track Data Auditing System Concept of Operations  

The PTC Critical Asset Track Data Auditing System (TDAS) Concept of Operations document 
established the concepts and processes by which the TDAS would perform. 
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Appendix B. 
PTC Critical Asset Track Data Auditing System - System Specification  

The PTC Critical Asset Track Data Auditing System (TDAS) System Specification document 
regulated the development and implementation of the TDAS, and focused on defining the high-
level system requirements. 
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1. Introduction 
This document specifies the system-level requirements for a Track Data Auditing System 
(TDAS) for auditing of Positive Train Control (PTC) critical asset data specified by the 
Interoperable Train Control (ITC) data model standards. The system concept that these 
requirements are based on is documented in the PTC Critical Asset Track Data Auditing System 
Concept of Operations, Version 1.0. 

1.1 Background 
PTC is a train control system designed to provide warning and enforcement of the operational 
limits (e.g., authority and speed limits) of trains.  In the United States, an interoperable PTC 
system is being established and implemented based on Interoperable Train Control (ITC) 
standards, which specify requirements for an interoperable PTC system. 
In the ITC-specified system, the onboard computer tracks its position and speed using Global 
Positioning System (GPS) and locomotive tachometer, and a database defining the characteristics 
of the track and the locations and critical attributes of all PTC critical assets. Track databases are 
unique for each rail line; however, to support the ITC system, each railroad must define their 
track database according to the ITC-specified data format. A PTC track database is a collection 
of geographical information that specifies track layout information such as track geometry and 
locations and critical attributes of PTC critical assets. The PTC track database file is created in 
accordance with the ITC Geographic Information System (GIS) logical model, used by the ITC 
PTC onboard application. 
For a PTC system to function properly, the information provided in the track database must 
accurately represent the characteristics of the assets in the field.  Validating and maintaining the 
track database is currently a manual, time consuming process. A concept for enhancing the 
efficiency and effectiveness of the PTC track data auditing process, through a standardized 
architecture and incremental increases in the level of automation, has been developed as 
described in the PTC Critical Asset Track Data Auditing System Concept of Operations, Version 
1.0. 

1.2 System Purpose 
The TDAS establishes a common architecture with a standardized, yet flexible, implementation 
methodology for managing the process of PTC track data auditing. The TDAS will standardize 
the PTC track data audit management, prioritization, and record keeping processes, to the extent 
possible, while maintaining the flexibility needed to support multiple implementation options 
and migration strategies.  The TDAS seeks to improve the efficiency of and reduce the level of 
resources required for PTC track data auditing, through progressively enhanced levels of 
automation in the auditing process. 

1.3 Scope 
It is assumed that the track database has previously been established and validated; these 
functions are not intended to be handled by the TDAS. The system is based on the assumption 
that PTC critical assets were, at the time of validation, at the locations defined in the track 
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Figure 1. Track Data Auditing System 
The track data auditing process management component will interface to the PTC back office, as 
well as to the TDAS data collection, data storage, data comparison, and audit reporting 
components. The system is envisioned to utilize any of a variety of machine vision sensors to 
capture georeferenced data, with a date and time stamp, of PTC critical assets using a data 
collection approach specified by the individual railroad.  Examples of data collection approaches 
may include use of dedicated data collection vehicles or use of data collection devices mounted 
to track vehicles that collect data opportunistically during normal operations. For circumstances 
where georeferenced data cannot be collected opportunistically, the system will also support 
targeted data collection. The proposed TDAS will be capable of keeping a record of whether raw 
audit data was collected due to a targeted raw audit data collection or opportunistically.    
The georeferenced data initially collected can be validated against the track database and stored 
as reference data, in addition to the reference data defined within the track database itself.  If the 
proposed TDAS is designed to use additional reference data along with the track database, the 
additional reference data must be validated. The amount of reference data stored is dependent on 
the users’ operation of the system.  
Audit data may be processed (i.e., compared against reference data) in the field or in the back 
office, depending on the specific implementation of the system.  However, regardless of the 
implementation, all georeferenced data collected in the field will be transferred to a centralized 
database in the back office to retain records of raw audit data collected. The raw audit data is 
transferred to the track data auditing process management component and stored in the TDAS 
database using a set of standard defined interfaces.  
Depending on the specific implementation of the system, the comparison of raw audit data 
against reference data can be done manually or with automated data processing software using a 
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 PTC critical asset type 

5.1.14 
If the current version of a track database selected for audit management specified by the 
PTC back office is different from the version previously referenced by the TDAS, the TDAS 
shall set the audit date for each PTC critical asset that was added or modified to the date 
when the track database was last validated. 

5.1.15 
If the current version of a track database selected for audit management specified by the 
PTC back office is different from the version previously referenced by the TDAS, the TDAS 
shall reset the audit date for each PTC critical asset that was not added, modified, or 
removed to the date when the track database was last validated, if more recent than the 
current audit date. 

5.1.16 
If the current version of a track database selected for audit management specified by the 
PTC back office is different from the version previously referenced by the TDAS, the TDAS 
shall update the Subdivision File Revision number for each PTC critical asset that was not 
added, modified, or removed to the Subdivision File Revision Number of the version of the 
track database specified by the PTC back office. 

5.2 Audit Process Management 

5.2.1 
When an audit is completed for a PTC critical asset, the audit date for the PTC critical asset 
shall be updated to the date that the raw audit data used in the audit was collected. 

5.2.2 
To set the audit expiration date for all PTC critical assets, The TDAS shall allow the user to 
specify a configurable, global default for the number of days following the last audit. 

5.2.3 
The TDAS shall allow the user to override the global default and specify a configurable 
default, for each PTC critical asset type, for the number of days following the last audit to 
set the audit expiration date. 

5.2.4 
The TDAS shall allow the user to specify a configurable number of days following the last 
audit to set the audit expiration date for each individual critical asset that would override the 
critical asset type default and global default. 

5.2.5 
To set the audit data refresh date for all PTC critical assets, The TDAS shall allow the user 
to specify a configurable, global default for the number of days following the last audit. 

5-8  
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5.4 Data Comparison 

5.4.1 
When performing data comparison, the TDAS shall compare the location and any critical 
attributes defined in the current track database against those contained in the collected raw 
audit data. 

5.4.2 
The TDAS shall support both automated and manual data comparison methods. 
See Section 5.3 Reference Data Management for requirements related to using reference 
data that has been georeferenced for the data comparison process. 
See section 5.3 Reference Data Management for requirements related using the track 
database as the main source of reference data when comparing raw audit data against 
reference data. 
The TDAS will allow for various levels of implementation and automation allowing the 
railroads to choose a system implementation that will best meet their needs. This may 
include automating the audit data comparison process and implementing the audit data 
comparison function either in the back office or in the field.    

5.4.3 
When automated data comparison is performed, the TDAS automated data comparison 
component shall compare the location of each PTC critical asset, as determined from the raw 
audit data collected, against the location of each PTC critical asset, as specified in the 
current track database. 

5.4.4 
When automated data comparison is performed, the TDAS automated data comparison 
component shall audit PTC critical assets based on their location perpendicular to the track 
centerline as defined in the track database. 

5.4.5 
When automated data comparison is performed, the TDAS shall generate a “pass” audit 
result if the PTC critical asset audited can be confirmed to be within a horizontal precision 
of less than 2.2 meters, with a 95% confidence interval, of its identified location along the 
track centerline in the PTC track database. 

5.4.6 
When automated data comparison is performed, the TDAS shall generate a “fail” audit result 
if the PTC critical asset audited can be confirmed to not be within a horizontal precision of 
less than 2.2 meters, with a 95% confidence interval, of its identified location along the track 
centerline in the PTC track database. 
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5.4.7 
When automated data comparison is performed, the TDAS shall generate an “insufficient 
data” audit result if the PTC critical asset audited cannot be confirmed to be within a 
horizontal precision of less than 2.2 meters, with a 95% confidence interval, of its identified 
location along the track centerline in the PTC track database. 

5.4.8 
When automated data comparison is performed, the TDAS shall generate a “pass” audit 
result if the critical attribute associated with the PTC critical asset audited can be confirmed 
to match the critical attribute, with a 95% confidence, identified in the PTC track database.  

5.4.9 
When automated data comparison is performed, the TDAS shall generate a “fail” audit result 
if the critical attribute associated with the PTC critical asset audited can be confirmed to not 
match the critical attribute, with a 95% confidence, identified in the PTC track database. 

5.4.10 
When automated data comparison is performed, the TDAS shall generate an “insufficient” 
audit result if the critical attribute associated with the PTC critical asset audited cannot be 
confirmed to match the critical attribute, with a 95% confidence, identified in the PTC track 
database. 

5.4.11 
When manual data comparison is performed, the TDAS shall provide the user with the audit 
reference data and the raw audit data for manual comparison. 

5.4.12 
When manual data comparison is performed, the TDAS shall allow the user to enter the 
audit result as a pass, fail, or insufficient data. 

5.5 Data Comparison Prioritization 

5.5.1 
The TDAS shall prioritize comparison of raw audit data against reference data for PTC 
critical assets based on audit expiration date, starting with the critical asset closest to 
reaching its audit expiration date. 

5.6 Reporting and Alerting 

5.6.1 
The TDAS shall send an AUDIT_FAIL message when an audit of a PTC critical asset 
results in a “fail.” 
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5.6.2 
The TDAS shall send a DATA_REFRESH_DATE_REACHED message when the audit 
data refresh date for a PTC critical asset is reached.  

5.6.3 
The TDAS shall send an AUDIT_EXPIRED message, when the audit expiration date for a 
PTC critical asset is reached. 

5.6.4 
The TDAS shall send an INSUFFICIENT_DATA message when raw audit data has been 
collected and compared against reference data for a PTC critical asset and the audit result 
has been “insufficient data” a railroad configurable number of times since the last audit date. 

5.6.5 
The TDAS shall send an ASSET_LOCATION_CLOSE_TO_EXCEEDING_LIMITS 
message if the audited PTC critical asset is identified to be greater than 1.5 meters of its 
identified location along the track centerline in the PTC track database. 

5.6.6 
If an AUDIT_FAIL message has been sent for a PTC critical asset and an updated audit 
results in a “pass” for that PTC critical asset, the TDAS shall send an AUDIT_FAIL 
retraction message. 

5.6.7 
If an AUDIT+DATA_REFRESH_DATE_REACHED message has been sent for a PTC 
critical asset and new raw audit data becomes available for that PTC critical asset, the TDAS 
shall send An AUDIT_DATA_REFRESH_DATE_REACHED retraction message.  

5.6.8 
If an AUDIT_EXPIRED message has been sent for a PTC critical asset and an audit is 
completed for that PTC critical asset, the TDAS shall send an AUDIT_EXPIRED retraction 
message. 

5.6.9 
If an INSUFFICIENT_DATA message has been sent for a PTC critical asset and new raw 
audit data becomes available verifying that PTC critical asset’s location and attributes, the 
TDAS shall send an INSUFFICIENT_DATA retraction message.  

5.6.10 
The TDAS shall be capable of being queried by railroad systems to obtain the following 
information for each PTC critical asset contained in each track database selected for 
auditing: 

 Audit history 

5-12  



 

 
 

 

 
 

 

 

 

  

 

    

    

  

 

   

 

  

  

  

Track Data Auditing System, TDAS, Version 1.0 
May 2017 

o Audit status 
o Reference data  

 Current audit status  

 Current reference data  

 Current critical dates  

6. Interface Requirements 
6.1 External Interface Requirements 

6.1.1 
The TDAS shall use point to point communication methods to gain access to the PTC back 
office for accessing track database data. 

6.1.2 
The TDAS shall be capable of transmitting and receiving data using wireless or cellular 
connections, between the field and back office components. 

6.1.3 
The TDAS shall support railroad systems subscribing to receive critical alert messages. 

6.1.4 
The TDAS shall support connections initiated by railroad systems for receiving and  
responding to queries for TDAS data from the railroad systems.  

6.1.5 
The TDAS shall incorporate a user interface allowing TDAS users to configure and interact 
with the system. 

6.2 Internal Interface Requirements  

6.2.1 
The data collection component shall initiate the connection to the TDAS process manager 
component to exchange raw audit data and reference data. 

6.2.2 
The data comparison component shall initiate the connection to the TDAS process manger 
component to exchange raw audit data, reference data, and audit status. 

6.2.3 
The process manager shall initiate the connection to the data storage component to exchange 
raw audit data, reference data, audit status. 
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7. Data Storage 
7.1.1 

The TDAS shall store all reference data, raw audit data and archive data in an internal 
relational database. 

7.1.2 
The TDAS database shall meet at least a 3rd normal form standard. 

7.1.3 
The TDAS database shall store and retain the following data associated with the audit of 
each PTC critical asset for a configurable number of audits: 

 Reference data 

 Raw audit data 

 Audit status 

8. Performance Requirements 
8.1.1 

The TDAS shall capture quality image(s) at vehicle velocities greater than 0 mph through 79 
mph. 

9. Security Requirements 
9.1.1 

An authentication process shall be implemented to allow access into the TDAS. 

10. System Effectiveness Requirements 
10.1 Maintainability Requirements 

10.1.1 
The TDAS shall be designed such that personnel, that don’t require a lot of training, can 
replace failed units. 

11. Extensibility Requirements 
11.1.1 

The TDAS shall be designed and implemented in such a way that the system capabilities can 
be expanded in the future. Future expansions may include: 

 Updated sensors 

 Faster processors 
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Appendix C.  
Request for Information - PTC Track Data Auditing System  

A Request for Information was issued to vendors in May 2017 to identify any significant gaps 
between the Track Data Auditing System (TDAS) requirements and available technology. 
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Appendix D. 
PTC Track Data Auditing System Trade Table  

The PTC Track Data Auditing System (TDAS) trade table identified the most critical TDAS 
requirements and was used to determine how close a vendor’s existing system or existing 
technology came to meeting the system requirements, or if a vendor had the ability to develop a 
system to meet the requirements of the TDAS in the future. 
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Criteria Number of Vendors 

Machine Vision Sensors Mount to a Number of Different Vehicle Types Can only be implemented on specific vehicles 4 
Cannot be implemented on multiple vehicle types 4 

Quality Images Captured at Vehicle Velocities up to 79 mph 

Product, system, and/or component collects quality images at vehicle velocities up to 20 mph 2 
Product, system, and/or component collects quality images at vehicle velocities greater than 20 mph, but less 

than 40 mph 2 

System components currently can collect quality images at vehicle velocities up to 79 mph 4 

Machine Vision Sensors to Capture Raw Audit Data in a Range of Directions 

Product, system, and/or component cannot capture raw audit data in a range of directions 3 
Product, system, and/or component has the potential to capture raw audit data in a range of directions in the 

future 4 

Product, system, and/or component currently captures raw audit data in a range of directions 1 

Locate PTC Critical Assets within a 2.2 Meter Horizontal Precision 

Product, system, and/or component has the potential to confirm the location of a PTC critical asset to be less 

than 2.2 meters of its identified location along the track centerline in the future 4 

Product, system, and/or component  can currently confirm the location of a  PTC critical asset to be less than 2.2 

meters of its identified location along the track centerline 4 

Match Critical Atrributes Associated with the Critical Attributes Defined in the Track Database 

Product, system, and/or component has the potential to confirm if the critical attributes associated with an 

audited PTC critical asset match the critical attribute identified in the PTC back office in the future 8 

Product, system, and/or component  can currently confirm the if the critical attributes associated with a PTC 

critical asset match the critical attribute identified in the PTC back office 0 

Automated Data Comparison (Field) 
Product, system, and/or component has the potential to automatically compare data in the field in the future 8 

Product, system, and/or component can currently compare data automatically in the field 0 

Wireless or Cellular Connection 

Product, system, and/or component can currently transmit or receive data through a wireless or cellular 

connection 7 

Product, system, and/or component has the potential to transmit or receive data through a wireless or 
cellular connection in the future 1 

Complies with MSRP, Section K‐5, S9401.V1.0 
Product, system, and/or component  has the potential to comply with MSRP, Section K‐5, S9401.V1.0 in the 

future 6 

Product, system, and/or component  can currently comply with MSRP, Section K‐5, S9401.V1.0 2 

Audit PTC Critical Assets at a Minimum 50 ft on Either Side of Track Centerline 

Product, system, and/or component has the potential to audit PTC critical assets at a minimum lateral distance of 

50 feet on either side of the track centerline in the future 3 

Product, system, and/or component can currently audits PTC critical assets at a minimum lateral distance of 50 

feet on either side of the track centerline 5 

Cost Associated with Minimum 50 ft Distance $10,000 ‐ $450,000 
Maximum Distance on Either Side of the Track Centerline w/out Increase to Cost 50 ft ‐ 600 ft 

Maximum Distance on Either Side of the Track Centerline 50 ft ‐ 600 ft 

Automated Data Comparison (Back Office) 
Product, system, and/or component has the potential to automatically compare data in the back office in the 

future 8 

Product, system, and/or component can currently compare data automatically in the back office 0 
Cost Assoicated with Audit Management Component $175,000 ‐ $1,500,000 

Cost Associated with Development and/or Application of Automated Data Processing Software $95,000 ‐ $2,100,000 



 

  

   

  
  

  
  

   
  

  
  
  

  
  

  
  

  
  

  
  
  

  
  
  
  
  

 
 
 

Abbreviations and Acronyms 

AG Advisory Group 
AKRR Alaska Railroad 
CN Canadian National Railway 
ConOps Concept of Operations 
CTC Centralized Traffic Control 
FRA Federal Railroad Administration 
GIS Geographic Information System 
GPS Global Positioning System 
HMI Human-machine Interface 
ITC Interoperable Train Control 
LiDAR Light Detection and Ranging 
MPH Miles Per Hour 
NS Norfolk Southern Railway 
PTC Positive Train Control 
RFI Request for Information 
ROM Rough Order of Magnitude 
RSIA Rail Safety Improvement Act of 2008 
TDAS Track Data Auditing System 
TO Task Order 
TTC Transportation Technology Center 
TTCI Transportation Technology Center, Inc. 
TWC Track Warrant Control 
UPRR Union Pacific Railroad 
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